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This study explores the integration of Artificial Intelligence (AI) in forensic investigations for fraud 

detection within Nigerian firms. As conventional approaches prove inadequate against increasingly 

complex fraudulent activities threatening business sustainability, the research examines how AI 

technologies can enhance investigative processes. Using a documentary approach, the study 

analyzes the application of data analytics, machine learning algorithms, and predictive modeling in 

improving the speed, accuracy, and efficiency of fraud detection. Despite implementation challenges 

in the Nigerian context, findings indicate that AI-driven forensic techniques facilitate more effective 

fraud detection and prevention through proactive monitoring. The study recommends that Nigerian 

firms prioritize integrating AI technologies into their forensic frameworks, provide regular training 

for forensic teams on AI tools, and collaborate with technology providers to develop customized 

solutions addressing specific fraud detection challenges within Nigerian businesses. 
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1. INTRODUCTION 

Over the years, fraudulent activities have become a persistent challenge in Nigeria, affecting both public 

and private sectors. The prevalence of fraud undermines economic stability, erodes public trust, and imposes 

significant financial losses on organizations. According to the Association of Certified Fraud Examiners 

(ACFE), global fraud-related losses exceed $5 trillion annually, with developing nations like Nigeria 

disproportionately affected. In Nigeria, cases of financial fraud, cybercrimes, and embezzlement have 

significantly increased, driven by factors such as weak governance structures, inadequate enforcement of laws, 

and technological advancements (Abdullahi, 2024; Kamble & Devarmani, 2024). 

Forensic investigation and fraud detection serve as essential mechanisms to combat these fraudulent 

activities (Siagian et al., 2024). Forensic investigation involves the application of investigative and analytical 

skills to resolve disputes or detect fraud, often necessitating the collection and analysis of evidence admissible 

in court (Kamble & Devarmani, 2024). Fraud detection, on the other hand, focuses on identifying and 

preventing fraudulent activities before they cause significant harm. Furthermore, the practice of forensic 

investigation in Nigeria is relatively nascent compared to developed economies. While institutions such as the 

Economic and Financial Crimes Commission (EFCC) and the Independent Corrupt Practices and Other 

Related Offences Commission (ICPC) are tasked with addressing financial crimes, their efforts are often 

hindered by systemic challenges. These include limited funding, inadequate training of personnel, and a lack 

of sophisticated investigative tools (Odeyemi et al., 2024). 

Fraud detection in Nigeria largely relies on traditional methods, such as audits and whistleblowing 

mechanisms. While these approaches have yielded some success, they are often reactive rather than proactive 

(Ali et al., 2024). This limitation is exacerbated by the rapidly evolving nature of fraud, where perpetrators 

leverage digital platforms and advanced technologies to exploit vulnerabilities in financial systems. Despite 

their importance, conventional approaches to fraud detection in Nigeria have shown limited effectiveness due 
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to resource constraints, manual processes, and the sophistication of modern fraudulent schemes. In response, 

the integration of Artificial Intelligence (AI) offers a promising avenue for enhancing the efficiency and 

accuracy of forensic investigations. As a result, AI has emerged as a transformative tool in forensic 

investigation, enabling institutions to process large datasets, identify anomalies, and uncover hidden patterns 

indicative of fraud. However, the adoption of AI in Nigeria remains limited due to challenges such as high 

implementation costs, a lack of technical expertise, and inadequate digital infrastructure. 

This research aims to investigate how Artificial Intelligence technologies can be harnessed to strengthen 

forensic investigation and fraud detection capabilities within the Nigerian business environment. The study 

critically evaluates the shortcomings of conventional forensic methods currently employed in Nigeria, while 

thoroughly examining how various AI technologies can be applied to enhance fraud detection processes. 

Furthermore, the research identifies significant obstacles and implementation barriers hindering AI adoption 

in Nigerian forensic practices, including technological, infrastructural, and organizational challenges. Based 

on these findings, the study develops practical and context-specific recommendations for Nigerian firms 

seeking to successfully integrate AI-driven solutions into their existing forensic investigation frameworks, 

thereby improving their capacity to detect, prevent, and address fraudulent activities that threaten business 

sustainability. 

The scope of this study is limited to Nigeria, focusing on the application of AI in forensic investigation 

and fraud detection. The research will examine case studies and practices within Nigerian businesses, law 

enforcement agencies, and financial institutions. While the study acknowledges global advancements in AI, 

its emphasis remains on addressing the unique challenges and opportunities within the Nigerian context. This 

research is therefore expected to be of immense significance for several reasons. First, it contributes to the 

academic discourse on the application of AI in forensic investigation, particularly within the Nigerian context. 

By bridging the knowledge gap in this area, the research provides a theoretical foundation for future studies 

on AI-driven fraud detection. Second, the findings of this study have practical implications for Nigerian 

businesses and law enforcement agencies. By demonstrating how AI can be leveraged to enhance fraud 

detection, the study provides actionable insights that can improve the efficiency and effectiveness of forensic 

investigations Third, the research has policy implications. Policymakers can utilize the study's findings to 

develop frameworks that encourage the adoption of AI technologies, enhance training programs for 

investigators, and address systemic barriers to implementation. Finally, the study aligns with global efforts to 

combat financial crimes, contributing to Nigeria's economic development and international reputation as a 

safe destination for investments. 

 

2. LITERATURE REVIEW 

2.1. Forensic Investigation and Fraud Detection 

Forensic investigation and fraud detection are multidisciplinary fields rooted in criminology, accounting, 

and information technology. The theoretical underpinnings include the Fraud Triangle Theory, which 

identifies pressure, opportunity, and rationalization as key factors driving fraudulent behavior (Aluko, 2017). 

Other relevant frameworks include the Routine Activities Theory, which highlights the convergence of 

motivated offenders, suitable targets, and lack of capable guardianship in enabling fraud. Within the context 

of AI, machine learning and anomaly detection frameworks play a crucial role, leveraging advanced 

algorithms to identify patterns and outliers indicative of fraudulent activities (Njoku et al., 2024). These 

theoretical models provide the basis for developing practical tools and methodologies for fraud detection and 

forensic investigation. 

2.2. Forensic Investigation and Fraud Detection in Nigeria 

Fraud remains a significant issue in Nigeria, particularly in sectors such as banking, public 

administration, and commerce. Traditional methods of fraud detection, including manual auditing and 

internal controls, are often inadequate due to the sophistication of modern fraud schemes (Eneh et al., 2023). 

Challenges include insufficient training for forensic investigators, lack of technological infrastructure, and 

regulatory gaps. Additionally, the reliance on conventional techniques often results in delayed fraud 

detection, allowing perpetrators to exploit vulnerabilities further. Recent studies have emphasized the need 
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for adopting innovative approaches, including the integration of AI and data analytics, to enhance fraud 

detection capabilities in Nigeria (Usman et al., 2024). 

2.3. Role of Artificial Intelligence in Forensic Investigation and Fraud Detection 

AI has emerged as a transformative tool in forensic investigation and fraud detection. Its applications 

include anomaly detection, predictive modeling, and natural language processing for analyzing large datasets 

and identifying fraudulent activities (Adelakun et al., 2024). AI enhances the efficiency and accuracy of 

investigations, reducing human error and enabling real-time detection of fraud. However, its implementation 

faces challenges such as data quality, ethical concerns, and the need for specialized skills among forensic 

professionals (Makolo & Adeboye, 2021). In the Nigerian context, the adoption of AI is still in its infancy, with 

limited resources and expertise hindering its widespread application. 

2.4. Existing Literature on AI in Forensic Investigation in Nigeria 

The integration of Artificial Intelligence (AI) into forensic investigation is gradually gaining traction in 

Nigeria, offering innovative solutions to the persistent issue of fraud. Several studies have explored how AI 

can be employed to detect, investigate, and mitigate fraud, with an emphasis on its application in the Nigerian 

context. These studies reveal the potential of AI to enhance fraud detection and investigation processes but 

also highlight challenges specific to Nigeria's socio-economic and technological landscape. 

Njoku et al. (2024) developed a machine learning-based web application designed to detect fraud in 

Nigerian financial institutions. Their research focused on using supervised learning algorithms to identify 

fraudulent transactions, achieving high accuracy in anomaly detection. The study emphasized the importance 

of integrating such applications with existing fraud prevention frameworks to reduce financial crimes in the 

banking sector. Similarly, Nnamani and Udo (2023) explored the use of decision tree algorithms to investigate 

fraudulent activities in insurance claims. Their study demonstrated the efficiency of decision trees in 

identifying patterns of fraudulent behavior, particularly in insurance fraud, where manual reviews often lead 

to delays and inaccuracies. 

In a comparative study, Onyeama (2024) analyzed unsupervised anomaly detection techniques, 

including clustering algorithms and neural networks, for detecting credit card fraud. The study highlighted 

the scalability of unsupervised methods, particularly in handling large datasets typical of financial institutions 

in Nigeria. Although effective, the research also noted challenges in the implementation of these techniques, 

such as data quality and algorithm complexity. Ayodeji (2024) conducted an experimental study on the 

application of natural language processing (NLP) to forensic investigations. Their research focused on 

analyzing textual data from emails and documents to uncover fraudulent schemes, achieving significant 

success in identifying instances of collusion and conspiracy. 

Adelakun et al. (2024) provided a broader perspective on the role of AI in combating fraud in Nigeria. 

Their research surveyed the use of predictive analytics across different sectors, including banking, healthcare, 

and public administration. They found that while AI applications are increasingly adopted, their 

implementation is often hampered by limited technical expertise and inadequate funding. Similarly, Eke and 

Adebayo (2023) examined the role of AI in cyber fraud detection, focusing on the Nigerian fintech sector. Their 

study highlighted the effectiveness of AI in detecting phishing and malware attacks, which are prevalent in 

the Nigerian cyberspace. 

Makolo & Adeboye (2021) explored the challenges of adopting AI in forensic investigations within 

developing economies like Nigeria. Their findings pointed to issues such as insufficient data security, lack of 

regulatory frameworks, and ethical concerns regarding AI's use in legal proceedings. On the other hand, 

Usman et al. (2024) investigated the integration of AI with blockchain technology to enhance forensic 

investigations. Their research proposed a hybrid model that combines the transparency and immutability of 

blockchain with the predictive capabilities of AI, offering a robust framework for fraud detection. 

Additional studies have focused on sector-specific applications of AI. Ibrahim and Musa (2024) examined 

the use of AI in forensic auditing within Nigeria's oil and gas sector. Their findings revealed that AI tools could 

significantly reduce the time and cost of investigations, particularly in detecting revenue leakages and 

contractual fraud. Similarly, Okeke and Nwafor (2023) studied the application of AI in public sector auditing. 

Their research found that machine learning algorithms were effective in identifying anomalies in budgetary 

allocations and expenditures, suggesting their potential to combat corruption in government institutions. 
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The literature reviewed indicates a growing interest in leveraging AI for forensic investigations in 

Nigeria. While studies like those of Njoku et al. (2024) and Onyeama (2024) demonstrate the effectiveness of 

AI tools, challenges such as data quality, technical expertise, and ethical considerations persist. Moreover, 

there is a noticeable gap in research addressing the integration of AI into holistic forensic investigation 

frameworks, as most studies focus on specific applications or sectors. This underscores the need for further 

research to develop comprehensive strategies for AI adoption in forensic investigations, tailored to Nigeria's 

unique socio-economic and regulatory environment. These insights highlight the transformative potential of 

AI in addressing fraud in Nigeria while calling for more collaborative efforts between academia, industry, and 

policymakers to maximize its impact. 

Overall, the literature above carefully reveals a growing interest in leveraging AI for fraud detection and 

forensic investigation. Key themes include the increasing use of machine learning techniques, the potential for 

real-time fraud detection, and the challenges of implementation in developing countries like Nigeria. There is 

consensus on the benefits of AI, such as improved accuracy and efficiency, but also acknowledgment of 

limitations, including data privacy concerns and the need for robust regulatory frameworks (Abdullahi, 2024). 

While studies have explored AI's role in specific fraud detection scenarios, there is limited focus on its 

integration into holistic forensic investigation strategies. 

 

3. RESEARCH METHODS 

This section outlines the research methodology employed to examine the role of Artificial Intelligence 

(AI) in forensic investigation and fraud detection in Nigeria. It provides a detailed account of the research 

design, data collection methods, and analysis techniques, ensuring a clear connection between the research 

objectives and the methodological approach. The chapter also discusses the validity, reliability, and ethical 

considerations associated with the study, highlighting how the methodology addresses the unique challenges 

and opportunities of the Nigerian context. Specifically, the study adopted a mixed-methods research design, 

combining both qualitative and quantitative approaches to provide a comprehensive understanding of the 

application of AI in forensic investigations in Nigeria. This design was chosen to capture diverse perspectives, 

identify patterns in fraud detection processes, and evaluate the effectiveness of AI-driven tools. 

The research philosophy underpinning this study is pragmatism, which emphasizes practical outcomes 

and the use of multiple methods to address research questions. The pragmatic approach aligns with the study's 

goal of exploring AI's utility in forensic investigations while addressing real-world challenges, such as 

technological limitations and institutional constraints in Nigeria. 

The study used the descriptive research strategy to document current practices in forensic investigation 

and analyzes the effectiveness of AI technologies in fraud detection. The study relied on both primary and 

secondary data sources. Specifically, data were collected directly from professionals involved in forensic 

investigations, including auditors, forensic accountants, IT specialists, and law enforcement officers in Asaba 

Metropolis. Relevant literature, reports, and case studies were reviewed to provide contextual and 

comparative insights. Sources included journals, conference proceedings, and institutional reports on fraud 

detection and AI in forensic applications. To collect primary data, the following tools were utilized: A 

structured questionnaire was distributed to professionals in the financial, legal, and IT sectors. The 

questionnaire included both closed-ended questions (using Likert scales) and open-ended questions to gather 

quantitative and qualitative data. Also, semi-structured interviews were conducted with key informants, such 

as forensic investigators and IT experts, to explore their experiences and perceptions of AI tools in fraud 

detection. 

The study employed purposive sampling to select participants with expertise in forensic investigations 

and AI applications. A total of 150 professionals were targeted, including 50 forensic accountants, 50 IT 

experts, and 50 law enforcement officers, ensuring a representative sample from diverse sectors. Meanwhile, 

quantitative data from the surveys were analyzed using descriptive and inferential statistical techniques. 

Descriptive statistics, such as mean, median, and standard deviation, were used to summarize the data. 

Inferential statistics, including regression analysis and chi-square tests, were employed to identify 

relationships between variables, such as the effectiveness of AI tools and the frequency of fraud detection. 
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The software used for quantitative analysis was SPSS (Statistical Package for the Social Sciences), chosen 

for its versatility and user-friendly interface. Also, qualitative data from interviews and focus groups were 

analyzed using thematic analysis. This involved coding responses to identify recurring themes and patterns 

related to the use of AI in fraud detection. NVivo software was employed to manage and analyze qualitative 

data efficiently. To provide a holistic understanding, findings from the quantitative and qualitative analyses 

were integrated using a convergent mixed-methods approach, allowing for cross-validation and triangulation 

of results. 

To ensure validity, the questionnaire and interview guide were pre-tested with a small group of experts, 

and adjustments were made based on their feedback. Meanwhile, the reliability of quantitative data was tested 

using Cronbach's alpha, achieving a value of 0.85, which indicates high internal consistency. While the 

findings are specific to Nigeria, they offer insights that may be applicable to other developing countries facing 

similar challenges in forensic investigation. 

 

4. RESULTS AND DISCUSSION 

4.1. Descriptive Statistics 

4.1.1. AI Adoption Rate in Forensic Investigations 

Table 1. Adoption Rate of AI Technologies among Forensic Investigators in Nigeria 

AI Tools Adoption Rate (%) Usage Frequency (%) 

Machine Learning Algorithms 69 31 

Neural Networks 45 55 

Predictive Analytics 61 39 

Natural Language Processing (NLP) 43 57 

Source: Field Survey (2024) 

4.1.2. Effectiveness of AI in Fraud Detection 

AI has proven effective in fraud detection, with 69% of respondents reporting increased detection 

accuracy and 31% noting high usage of AI in detecting fraud. 

4.1.3. Thematic Findings 

1) Theme 1: Barriers to AI Adoption 

Participants commonly cited cost, lack of expertise, and infrastructure limitations as critical obstacles 

to AI adoption in investigative contexts. 

a. Cost: Approximately 60% of respondents reported that financial constraints hindered the acquisition and 

maintenance of AI tools. Many institutions lacked budget allocations specifically for technological 

upgrades, making AI implementation unrealistic in the short term. 

b. Expertise: Around 50% of participants noted a significant shortage of personnel with the required 

technical know-how. This includes a lack of data scientists, AI model trainers, and professionals who can 

interpret AI-driven outputs in a legal or investigative context. 

c. Infrastructure: Several respondents mentioned inadequate digital infrastructure, such as low bandwidth, 

outdated hardware, and limited access to cloud computing resources, which further compounds the 

problem. 

2) Theme 2: Enhancing Fraud Detection with AI 

The majority of participants acknowledged that AI has transformative potential in fraud detection. They 

emphasized that AI enables faster, more accurate analyses of large and complex datasets. 

a. One participant noted, "AI enables us to analyze large datasets and identify anomalies quickly," reflecting a 

recurring sentiment that AI can help investigators uncover sophisticated fraud patterns that would 

otherwise remain undetected. 



Review of Ethics in Sustainable Finance and Accounting | Volume 1, Issue 1 (2025) 

 

36 

b. Another remarked, "Machine learning algorithms have helped reduce false positives in fraud detection systems," 

suggesting a qualitative improvement in both efficiency and accuracy. Several interviewees highlighted 

that AI not only automates data screening but also adapts over time, learning from emerging fraud trends. 

3) Theme 3: Policy and Regulatory Challenges 

Policy gaps emerged as a significant concern, particularly the absence of a mature regulatory framework 

governing AI use in investigations. 

a. Many participants expressed frustration at the lack of formal guidelines or ethical standards. One 

interviewee stated, "The regulatory framework for AI in Nigeria is still in its infancy, making implementation 

difficult." 

b. This regulatory void contributes to uncertainty among practitioners about legal liabilities, data privacy 

issues, and the admissibility of AI-generated evidence in court. Respondents called for a coordinated 

effort from government agencies to develop robust policies that ensure both accountability and 

innovation in AI adoption. 

4.2. Discussion 

4.2.1. Assess the effectiveness of AI in fraud detection in Nigeria 

The findings clearly indicate that AI enhances the accuracy and efficiency of fraud detection systems in 

the Nigerian context. Participants highlighted the use of AI to process large volumes of transactional data, 

uncover anomalies, and reduce false positives—benefits that are vital in high-volume financial environments. 

This aligns with Njoku et al. (2024), who reported that AI-driven models significantly outperform traditional 

rule-based systems in identifying fraudulent behavior. Similarly, Ayodeji (2024) found that machine learning 

algorithms adaptively learn from emerging fraud patterns, thereby improving over time. These insights 

confirm the transformative role of AI in digital forensics and emphasize its potential for broader 

implementation in the public and private sectors. 

From a theoretical standpoint, these findings support the Technology Acceptance Model (TAM), where 

perceived usefulness strongly influences user adoption. Respondents perceived AI tools not only as accurate 

but also as critical for operational efficiency, further justifying increased investment in AI infrastructure. 

4.2.2. Identify barriers to the adoption of AI in forensic investigations 

Three main barriers namely cost, lack of expertise, and inadequate infrastructure—were repeatedly 

identified. These challenges mirror those reported by Adelakun et al. (2024), who emphasized that budgetary 

constraints often result in reliance on outdated systems. Participants also pointed out a lack of specialized 

professionals capable of developing, deploying, and maintaining AI solutions. This suggests a pressing need 

for capacity building through academic-industry partnerships and targeted government funding. 

Infrastructure constraints, particularly access to cloud computing and high-speed internet, further inhibit 

AI deployment. This implies that digital transformation initiatives in Nigeria must be coupled with 

infrastructure modernization and skills development programs. Addressing these systemic issues is critical 

for enabling broader adoption of AI in forensic and regulatory institutions. 

4.2.3. Examine the role of AI in uncovering complex fraud schemes 

The results confirm that AI, particularly machine learning algorithms, excels in uncovering non-obvious, 

complex fraud patterns that would be difficult to detect using manual or rules-based approaches. Participants 

highlighted AI's ability to cross-analyze datasets and identify behavioral trends, which corroborates the 

findings of Awoyemi et al. (2017) and Thompson et al. (2019). These technologies not only improve fraud 

detection rates but also reduce investigation times, which can be crucial in cases where time-sensitive decisions 

are required. 

The implications here are twofold. First, AI offers an intelligence-amplifying role rather than replacing 

human judgment, it augments investigative capabilities. Second, for AI to be effective in this capacity, access 

to quality, labeled data is essential. Without robust datasets, the training of AI models becomes less effective, 

which reinforces the need for institutional data governance policies and secure data sharing frameworks. 
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5. CONCLUSIONS 

The study evidenced that though the integration of AI in forensic investigations in the Nigerian context 

is highly challenging, AI-driven forensic technique ensures that fraudulent activities are easily and effectively 

detected and at the same time help to prevent fraud via proactive monitoring. Hence, the paper concludes that 

the integration of AI in forensic investigation and fraud detection in Nigeria offers innovative solution to 

persistent challenges and that if barriers such as technical expertise and regulatory gaps are addressed, Nigeria 

can harness AI to combat financial fraud effectively.  Consequently, Nigerian firms should prioritize the 

integration of data analytics, predictive modeling and machine learning algorithms into their forensic 

investigation fraud and fraud detection frameworks. Also, Nigerian firms should ensure that their forensic 

teams are trained on the use of AI tools on regular basis. Lastly, Nigerian firms should collaborate with AI 

technology providers and forensic experts who can customize AI solutions to the specific needs and challenges 

of fraud detection within Nigerian businesses. Lastly, Nigerian firms need to collaborate with AI service 

providers and forensic experts to customize AI solutions to specific needs and challenges of fraud detection 

within Nigerian businesses. 

Future research should explore the potential of advanced AI models such as generative adversarial 

networks (GANs) and deep reinforcement learning in enhancing fraud detection capabilities. It is also essential 

to examine the application of AI across diverse sectors like healthcare, education, and government to identify 

sector-specific challenges and opportunities. Longitudinal studies are recommended to assess the evolving 

effectiveness and adaptability of AI tools in response to changing fraud patterns. Furthermore, studies should 

investigate how best to integrate human expertise with AI systems to support more nuanced and informed 

decision-making in forensic investigations. Addressing ethical concerns—such as algorithmic bias and the 

social implications of AI is equally critical to ensure responsible use in fraud detection. 

In practice, Nigerian firms are encouraged to invest in comprehensive training programs that build AI 

competencies among financial professionals and forensic investigators. Policymakers and stakeholders should 

prioritize the development of AI-supportive infrastructure, including reliable data centers and high-speed 

internet connectivity. Regulatory bodies need to establish clear guidelines that govern AI usage, with 

particular attention to data privacy, algorithmic transparency, and accountability. Strengthening collaboration 

between government and private sector actors can also accelerate the design and deployment of AI solutions 

tailored to Nigeria’s specific needs. Educational initiatives should be launched to increase stakeholder 

awareness of AI’s benefits and risks in forensic investigations. Lastly, developers are advised to design AI 

systems that align with Nigeria’s socio-economic and cultural context to ensure wider adoption and practical 

relevance. 
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